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Bonpocbl 1 oTBETHI

Bornipoc: 3TO BO3MOXXHO — npunoputesauma Tpadpuka no tuny an
Ka*K40ro OTAeNbHOro KAMEHTa U CTPOrne OrpaHMYeHuA Ha TOM XKe
MaplpyTtmsatope?

Omeem: [a!

Bornipoc: Y10 AnA 3TOro HYXHO?

Omeem: Bam noHanobATbCA:
1)Packet Flow Diagram

2)HTB (queue tree)

3)Mangle

4)pCcQ

5)Address List
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Mangle

Mangle no3sonser Bam mapKkuposaThb IP nakeTbl cneunanbHbIMm
MEeTKaMM.

3TV METKM UCNONb3YHOTCA APYrMMM CpeacTBamm
MapLIPYTU3aTOpPa, TAKUMWN KaK MapLIpyTU3aLma U ynpaBaeHue
NOI0COM NPONYCKaHMA ANA UAEHTUPUKALMM NAKETOB.

B nob6aBokK, cpeactBamm mangle moxKHO moandULMpPoBaThb
HeKkoTopble nonsa B IP 3aronoBke, Takme Kak TOS (DSCP) n TTL
nons.

Hierarchical Token Bucket

Bca peanunsauma ynpasaeHUA NPOMNYCKHOM CNOCOBHOCTbIO B
RouterOS ocHoBaHa Ha uepapxumn - Hierarchical Token Bucket
(HTB)

HTB no3sonAaetr Bam C034aBaTb MepapXmyeckme CTPYKTYpbl
oyepenen n onpeaenATb OTHOLEHMA MeXAy ovyepeaamm

RouterOS noppep:kusaet 3 BupTtyanbHbix HTB (global-in,

global-total, global-out) n eue ognH Nnpamo nepen Kaxkabim
BbIXOAHbIM UHTEPPENCOM.

© MikroTik 2008



ABuXKeHne nakeTos

QoS Packet Flow

‘ OUTPUT
INPUT INTERFACE “
INTERFACE -
Ma}lg}e Router Out-Interface | | |-
| Prerouting /"L \ - HIB
l Mangle Mangle T T
Input Qutput -
Global-In * Global-Out
Global-Total Mangle Mangle Global-Total
Forward Postrouting

http://wiki.mikrotik.com/wiki/Packet_Flow
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OBonHou QoS

e B0O3MOXHO MapKMPOBATb U WENNUTL TPAPUK ABAXKAbI HA O4HOM
poyTepe:
» Prerouting B ueno4yke Mangle — ana nepBoit MapKUPOBKM
» Global-in HTB — gna nepsoro wennuHra
» Forward nau Postrouting B uenoyke Mangle - ana sTopoim
MaPKNPOBKMU.
» Global-out nau Out-interface HTB ana BTOpOit MapKNPOBKHK

e [1BonHOM QOS BO3MOMKEH TO/IbKO ¢ nomoulbio Queue Tree.

Mouemy He Simple Queues?

e Simple queues (npocTbie o4epeam) oTCOPTUPOBAHbI — NO
aHanornu c npasunamm daepsona
» [na Toro, 4tobbl A0b6paTbCca A0 999-01 oyepeam, NakeT
A01XHbI 6bITb NPOBEPEH Ha COOTBETCTBME BCem 998-mu
npeablaywmm ovyepeanm.

e Kaxpaasa npocTas oyepenb MOXKET CTOATb B 3 pa3aenbHbIX
oyepeanx:
» One in Global-in (“direct” part)
» One in Global-out (“reverse” part)
» One in Global-total (“total” part)
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Simple Queues and Mangle

(npoctbie ouepean u Mangle)

OUTPUT
INPUT INTERFACE "
INTERFACE L
l Router Out-Interface | [
Mangle HTB -
Prerouting ,7 \ i
1 Mangle Mangle f T
’~ ' Input Output e = .
Global-In ; "[ Global-Out J
\, |Global-Total r - ; | | Global-Total
Mangle | Mangle
Forward Postrouting
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Queue Tree
(nepeso ouepepenn)

e [lepeBO ouyepenen ABNAETCA TONbKO OAHOHANPaB/IEHHbIM U
MOKeT ObITb pacnosioxeHo B tobom 13 goctynHoix HTB.

e Ouyepegyn Queue Tree ob6pabaTbiBatOTCA HE NO NOPAAKY — BECb
Tpadpuk obpabaTbiBaeTCs OAHOBPEMEHHO.

e Bce gouyepHue ouyepeamn A0MKHbI UMETb NAaKeTbl, MAaPKMPOBAHHbIE
c nomouubto cpeacts “/ip firewall mangle” , HasHaYyeHHbIX ANA
HUX.

e [lpocTasa oyepenb (Simple queue) nomeuteHHasa B TOT e HTB,
bygeT «npuHMUMaTbL» Becb TpadumK oT Queue Tree odyepem.

Global-Out nau Interface HTB?

CywectByeT ABa OCHOBHbIX OT/NYMUA

e B cnyyae SRC-NAT (masquerade) - Global-Out byaeT 3HaTb O
YaCTHbIX agpecax KaneHTa, Ho MHTepdeic HTB He byaeT -
nHtepdenc HTB Haxogutca nocne SRC-NAT.

o Kaxabin nHtepdenc HTB nonyyaeT ToNbKo TpadUK, KOTOPbIN

byneT oTNpaBMTCA Yepes onpeaesieHHbIM MHTeEPdENC - HeT
HeobxoaumocTtu B pasageneHnn upload n download B mangle
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BbiBOoAbI

e Mol byaem ncnonb3osatb mangle n queue tree:
» MapKnposatb Tpaduk no Tuny B mangle uenouke Prerouting
» MpuopuTtesaums n orpaHmnyeHne Tpadmka no tuny B Global-
in HTB
» [epemapKnpoBKa TpaduKa No KAMeHTam B mangle uenoyke
Forward
» OrpaHuyeHue TpaduKa no kameHtam B Interface HTB

e Heobxoammo cBecT Konm4yecTBo npaBua mangle n ouepenen K
MUHUMYMY, 4TODObI YBENNYUTb NPON3BOANTE/IBHOCTb 3TOM
KOHUrypaymm.
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OrpaHu4yeHune KNIMeHToB

T3/E3 line g

~40 Mbps

\

—

®Bbl umeeTe 6onee yem 400 KAnMeHTOB M 3 pasHbIX Tapuda ana
NOAKNIOYEHUN:

» «BbusHec» (4Mbps/1Mbps)
» «CraHpapT» (750kbps/250kbps)
» «ba3osblit» (375kbps/125kbps)
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PCQ

e Ouyepeab no noakntoveHuto (Per Connection Queue — PCQ) — ato
TN oyepeamn, cnocobHas Aenntb TPadUK Ha NOA-NOTOKM (sub-
streams), Ha ocHoBe BblOpPaHHbIX KNaccuPpuKaTopos.

e Kaxabin noa-notok byaet npoxoautb FIFO ouepeab, ¢ pazamepom
oyepeamn, ykaszaHHbIM B onuun “pcg-limit” n ¢ makcumanbHom
CKOPOCTbIO, YKa3aHHOM B onuuun “pcqg-rate”.

5
Type Name: |queuel £
kind. | pcq |E Cancel
Rate |0 Apply
Limit; |50 Lopy
Taotal Lirmt; | 2000 Remove
— Classifier
|| Sic. Address  [w] Dst. Addrese
| Sic. Port [] Dst. Part
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PCQ
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| FIFO 2

LH o
A =
—

Grouping o] FIFO
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|
|
|
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PCQ Part 2

e [lna Toro, ytobbl rapaHTUPOBATb, YTO Kaxabin PCQ noa-noToK
npeacTaBnaeT cobo ogHOro KOHKPETHOrO KAMEHTA , Mbl A0/1XKHblI
co3patb 2 pasHbix PCQ tTMna:

» PCQ_upload — B kauecTBe KnaccndumkaTopa — agpec
NCTOYHMKa (source address)

» PCQ_download - B KauecTBe KnaccupumkaTopa — agpec
Ha3HayeHus (destination address)

e PCQ byanet pacnpeaensatb UMeoWMNCa TpaPpuK paBHOMEPHO
MeXxay nod-ovepenAamu, NOKa CKOPOCTb pcg-rate goctynHa (ecam
OHa YKas3aHa)
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pcq-rate=128000

VVVVVV

2 users 4 users 7 users
| 128k 73K
73k
| 128k 73k
queue=pcqg-down 73K
max-limit=512k
128k I3k
| 128k 23K
pcq-rate=0
1 users 2 users 7 users
73k
256k 73k
73k
queuefpt_:q-down 512k 73K
max-limit=512k
73k
256k 73k
73k

VVNVVNVNVV
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0630p PCQ Tun: Winbox

o 0
PCO_up 125k peq i
1M peg
Ll _up_ \ pcq
default \ pfifo !
default-small \ plfa
ethernel-default A phifa
hotspot-default ‘ sfq B
sfg sfq
—_] red
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Interfaces
Swiireless

Hn'd

WYHRFP
Socks
UPnP
Trathic Flow
Accounting
Services
Facking
Meighbors
DNE

Radiue

Tools

New Teminal
Telret

Fazsword

Address Lists

[#][=] ][] [

[Narme o~ | Addrest

@ Batic_class™ 2311001
@ ard_class_chent
@ Basic_class_clent

311002

2311003
@ Standard_class_chent 23711004
& Banc_clazs_clent 231.1005
@ Buginess_class_client  2371.100.6
@ Batic_clasz_clent 231.100.7
@ Basic_class_chent 2311008
@ Standard_class_client  231,100.8
® Standard_class_chent 237110010
® Standard_class_chent 237100711
@ Basic_class_client 23110012
@ Basic_class_clent 23110013
@ Basic_class_clent 231.100.14
@ Basic_class_clent
& Basc_class_chent

231.10015%
231.10016
@ Business_class_client

23110017

MName: IBmh’ms_class_cﬁerﬂ :I

Address: [23.1.101.224

@ Basic_class_client 53110018 | eabled

Sta{ﬁqd_l:_ia_ssrcﬁm! 2_31.100.18

DHCF Chent
DHEF Segver

Make Supout rit DHEP Felay °
M anual |P2ec

Exit Prowy

Certificate

FARINT.

e Appec nuctol (Address lists) 6b1n1 BBeAeHbI 4N TOro, 4ToObI
onpenennTb MHOXecTBo IP aapecoB B O4HO M TOXe NpPasuio
¢daepBONa, TakMM 06pa3om cokpalLaeTca obuiee YMcno nNpasBun
¢daepBo/1a M NOBbIWAETCA NPON3BOANTENIBHOCTb pOyTEpa.

e AApecHble NUCTbl MOTYT ObITb CO34aHbl:
> BpyuHyto
» ABTOMaTMuecku n3 PPP npodunaa — npocTo yKaskute onuuto
address-list U Kak TONIbKO K/IMEHT coeaANHUTLCA, OH byaeT
Ao0b6aBneH B HagieXKalum agpec-aumcT.
» ABTomaTtmyecku yepes RADIUS-aTpubyT: “Mikrotik:19”
(Mikrotik-Address-List).
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Fpe?

OUTPUT
INPUT INTERFACE
INTERFACE L
Mﬂigle Router IOut-lt{terEacé ]
Prerouting ,/\: \ — i
Mangle Mangle T_T
‘l Input Output
Global-In * Global-Out
Global-Total Global-Total
Mangle l Mangle
Forward Postrouting
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MapKupoBKa Nnaketos

e Wcnonb3ynte aencrteume (action) - “connection-mark”, ytTobbl
KnaccmdumumpoBaTb BCe COeMHEHUA, OCHOBAHHbIE HA
KIMEHTCKUX aAPEeCHbIX IMCTaXx.

e Mcnonb3ynte aencreme - “packet-mark”, ytobubl
KnaccmduumposBaTb BeCb TPAPUK, OCHOBAHHbIN Ha MApPKUPOBKe
coeiIMHEeHUN

e Bonpocbl Ana pasmblneHuUA:

» Kakasa cKOpoCTb A0/1XKHa B6bITb AOCTYNHA A1A KAUEHTOB, C
Tapupom «bM3HeC», ecn OCyLL,EeCTBAAETCA 3arpy3Ka
(downloading) c KnneHtom Tapuda «basoBblii»?

» Y Bac ecTb elle HeMapKUPOBaHHbIM TpaduUK?
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Mpasuno «Connection-mark»
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0630p Mangle: Winbox

X

Filter Bules  NAT Mangle |Sewice Porte Conrections  Address Lists

EE\ DD @ IUD Reset Counters HDD Reset Al Counters ‘ Ifulwald 'I

#l Iﬂdbn |Ehdn |TM”$mNewPadthak |NewEmmedbnMam|Bmes \Packets |
r1 ..: mark basic cliert traffic

H # mark connection  forward basic_client_conn 98931 MiE 18 599 504
h # maik packet forward basic_clent_traffic 22575.4 MiB 35 292 323
r1 .:: mark standard chent tiaffic

h # mark connection  forward standard_client_conn B25.4 MiB 2747515
n # matk packet forward standard_chent_traffic 6396.7 MiB 7 248 925
{1 .::mark bussiness chent traffic

h # mark connection | forward business_client_conn 1902MiB 912503
h # maik packet forward business_chent_traffic 13249 MiE 1929 206
{1 .z Check for unmarked tatfic

n 8 log forwand 20620KE 9014

0630p Mangle: Export

/ ip firewall mangle

add chain=forward src-address-list=Basic_class_client action=mark-connection h
nev-connection-wark=hbasic_client conn passthrough=yes comuent="mark basic Y
client traffic" disabled=no

add chain=forward connection-mark=basic_client conn action=mark-packet !
nev-packet-mark=bagsic_client traffiec passthrough=no comment="" disabled=no

add chain=forward src-address-list=3tandard class client !
action=mark-connection new-connection-mark=standard client conn i
passthrough=yea conment="mark standard client traffic” disabled=no

add chain=forward connection-wark=stanhdard client conn action=mark-packet il
nev-packet-mark=standard client traffic passthrough=no comment="" )
dizalled=no

add chain=forward src-address-list=Business class client
action=mark-connection newv-connection-mark=husiness_client_conn b
passathrough=yes comment="mark bussiness client traffic” disabled=no

add chain=forward connection-mark=business client conn action=mark-packet !

nev-packet-mark=business client traffic passthrough=no comuwent="" i1
dizalbled=no
add chain=forward action=log log-prefix="" comment="Check for unmerked \

traffic' disabled=no
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0630p Queue Tree: Winbox

Il Queue List _j
Simple Queues  Inteface Queuss Cueus Tree | Queue Types
9 —" «/| 22| | 00 Reset Countsrs || 00 Reset Al Counters ‘
|Name / iF‘arEnt |F'a-:kel Mark |L|E|_itﬁlxt ih’[g_:f_g!mit |
£ Total download local_etherl 1] 0
& basic_chent_download Total_download  basic_client_traffic 0 0
i business_client_download Total download business client_traffic 1] 0
i3 standard_client_download Total download standard_client_traffic 1] 0
£ Total_upload public_ether3 0 0
_Mboccheriupload ~  Totalupload |bascclentliafic | 9O ..
i business_client_upload  Total_upload business_client_traftic 0 0
£ standard_client_upload Total_upload standard_client_traffic 1] 0
0B queued 0 packets queued

0630p Queue Tree: Export

/ gueue tree

add neme="Total download" parent=local etherl packet-mark="" limit-at=0 %
gueue=default pricritvy=1 max-limit=0 burst-limit=0 burst-threshold=0 %
burst—time=03 disakbled=no

add name="ba5ic_client_dawnlnad” parent=Tntal_dDwnlnad Y
packet-mark=hasic_client_traffic limit-ac=0 queuse=PCQ down 375k prioricy=8 Y
waK-1imit=0 burst-1limit=0 burst-threshold=0 burst-time=0s dissbled=no

add neme="standard client download”™ parent=Total download %
packet-mark=standard client traffic limit-at=0 gqueus=PCQ down 750k 4
priority=4 max—-limit=0 bhurst-limit=0 burst-threshold=0 hurstc-time=0s3 4
disabled=no

add name="business_client downloed" parent=Total download i
packet-mark=business client traffic limit-at=0 gueue=default priority=1 4
wax-limit=0 burst-limit=0 hburst-threshold=0 hburst-time=0s disshled=no

[=Tuls] narne="T-:|1:5..L_u1:-lc-e.-:l” parent=pu.b.l.ic:_ether3 pRCKet-mwark="" limit-at=0 i
cueue=default priority=8 max-limit=0 burst-limit=0 burst-threshald=0 4
bhurst-time=02 disebled=no

add name="basic_client_upload" parent=Total_upload !
packet-mark=hasic_client traffic limit-at=0 gqueus=PCQ up 125k priority=8 \
max=-limit=0 burst-limit=0 burst-threshold=0 burst-time=0s dissbled=no

add newe="standard client upload" parent=Total upload b
packet-wmark=standard client_traffie limit-at=0 gqueuns=PCQ _up_ 250k A\
priority=4 max—-limit=0 burst-limit=0 burst-threshold=0 burat-time=0a 4
dizgabled=no

add newe="husiness client upload" parent=Total upload '
packet-mark=business client traffic limit-at=0 gueuse=PCQ up 1M prioricy=1 )
wax-litmit=0 burst-liwic=0 burst-threshold=0 burst-time=03 disshled=no
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PCQ Queue Size

(Pasmep ouepeau PCQ)

B Queue Type =PCQ) _duwn_;ﬂ__‘ EI Total_limit = X moeT 3aHATbL A0
. X*(2000 bytes + 200 bytes) of RAM
General Sethings ‘ 0K
. 2000 bytes — buffer for 1 packet
iate: ] 375k Cancel 200 bytes — service data for 1 packet
total_limit = 2000 =< 4,2MB RAM
Total Limit: |2000 total_limit = 5000 =< 10,5MB RAM
¥ Copy
— Classiher
I~ Src Addiess [V Dst addiess Remove
[ Sic. Port [ Dst Port

® 3TO MOXeT 3aHATb To/NbKo 40 nonb3oBaTenen AnAa 3anoJIHEHUA

oyepenn. (because total_limit/limit = 2000/50 = 40).

e 370 HeobxoamMmo ansa nosbiweHus "total_limit" n/man
YMeHbLUeHMsA 3HadyeHua “limit”.

e Tam goKHO 6bITb He meHee 10-20 nakeToB B o4epem,
AOCTYMHbIX AS1A KaXXA40ro NoNb3oBaTena

© MikroTik 2008




Pasmep ovepeau

Queue Size

Packets
200
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50

25

I 2 34 5 6 7 8 2 101112131415 16171819 2021 2223 2425 Time

Packass 100% shaper Queue-size =0 Packats 100% scheduler Queue-size =unlimited
125 i
| 2R

§ | mhe cheary ¥ mep iy
o0 | N -
75
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i I

. Ealal I L

II I|I |
4% . !
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HacTtpoika PCQ

e Ectb ~340 KAneHTOB, C Tapudom «ba3oBbIN», TO :
» pcg_limit =40
» pcg_total_limit =7000 (~20*340) (~15MB)

e Ectb ~40 KnneHTtosB, ¢ Tapndpom «CraHgapT», TO :
> pcq_limit =30
» pcg_total_limit = 1000 (~20*40) (~2MB)

e Ectb ~20 KnmeHToB, ¢ Tapudom «busHec», 1o :
» pcq_limit =20 (!1)
» pcg_total_limit =500 (~20*20) (~1MB)

© MikroTik 2008



Mpuoputesauuna TpaduKka

==y
T3/E3 line . - |
~40 Mbps .
~5Mbps abroad ‘ _
Business Class Clients
ii-_"'."---
Bel MmeeTte npobnemesl ¢ oHNanH _i""l!-.:-.‘..‘.
NPUNOKEHUAMK (Urpbl, BUAEO, ayauo, .. --....:!__I.
VOIP) O ___!_-;"
|
SALAHA: Basic Class Clients
HacTpouTe NpUOpUTETEl Tpathuka

ol N
Standard Class Clients

MNnaH npuopurtetos

Prioritization Plan

DNS SSH ICcmp
Telnet HTTP requests
HTTPS

skype
VoIP sFTP

inage 2 online server Linage 2 online server

World of Warcraft online server
Other online game server

DNS HTTP requests
SSH

Video conferences

VoIP  skype World of Warcraft online server

Video conferences
VPN MSN

Other online game server

£ P 2 P ICMP  mails

- HTTPS
Telnet

VPN

mails
HTTP downloads
sFTP  FTP

P2P 8

FTP MSN
HTTP downloads
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frpe?

| OUTPUT
INPUT INTERFACE
INTERFACE L
l’ Router -
Mangle
Prerouting \ =
l Mangle Mangle T T
-~ Input Output
Global-In | * Global-Out
Global-Total Mangl Global-Total
— a0
rw Postrouting
Kak?
Group Service Protocol | Dst-Port Other conditions
P2P_services p2p p2p=all-p2p
TCP 110
TCP 995
Mails TCP 143
TCP 993
Download_services TCP 25
HT TP downloads TCP 80 Connection-bytes=500000-0
TCP 20
FTP TCP 21
SFTP TCP 22 Packet-size=1400-1600
TCP B3
DNS UDP 53
ICMP ICMP -
Ensiguewiceg HTTPS TCP 443
Telnet TCP Z23
SSH TCP 22 Packet-size=0-1400
HTTP requests TCP 80 Connection-bytes=0-500000
User_requests Online game servers Dst-address-list=user_requests
VoIP
Skype
Communication_services | Video conferences
VPN
MSN
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Mpuopurertbl

e Co3panTe MapKMpPOBKY NakeToB B mangle uenoyke “Prerouting”
Ana npuoputesaumm Tpaduka B global-in ouepegm
» ®narmaHcKkue cepsucol (Priority=1)
» Monb3oBaTtenbckue 3anpocbl (Priority=3)
» KoMMyHMKauMOHHble cepBuchl (Priority=5)
» CepBucbl 3aKauek (Priority=7)
» Cepsucbl P2P (Priority=8)
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