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CAN (Campus Area Network) Concept

“Computer network made up of an interconnection of
local area networks (LAN's) within a Ilimited
geographical area”.

=Terdiri dari interkoneksi jaringan area lokal (LAN)
dalam wilayah geografis yang terbatas.

-Pengembangan jaringan LAN yang mencakup satu
kampus yang lebih luas dan terintegrasi.




CAN (Campus Network) Concept

Universitas atau kampus yang berbasis
networking dan memungkinkan untuk
menghubungkan beberapa bangunan kampus
seperti:

= Departemen / fakultas akademik.

= Perpustakaan ( Library).

= Laboratorium (Lab).

= Branch ( Cabang Kampus).




Characteristics of CAN

» Devices interconnected.

» Sharing of resources.
 Remote acces connection.
* Hotspot area.

» EcCt.




Infrastructure Of CAN
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Problem On Network Area Campus

» Troubled for maintenance.
» Free access for illegal site
(porn ,sex, ect).

» Free streaming and downloading
llegal video.

» Hacking the router.




How to Solve ?

Manage internet connection using Firewall
for:

 Drop illegal traffic.

» Restrict access to the network services.
» Protect local traffic.

o Limit access to the router with WB.




Targets

» Controlling Internet Traffic:
v'Streaming and downloading.

v Soclal networking.
»Reducing internet bandwidth.
»Increasing router performance.

>“INSAN (Internet Sehat Dan Aman) Goes
To Campus’.

»Supporting “Cloud Computing” technology.




Which firewall will be used?

© MUM 2011



MikroTik Firewall & Address List

<Easy to manage system.

v Just 2 Action, enjoy your rule.
<Fully optimizes your network usage.
v'Use stateful firewall.




Stateful firewall

Stateful Firewall

Lalu lintas akan disaring pada

Application Layer @ o |
banyak level berdasarkan

Presentation Layer @ ~ peraturan packet filtering,

session, atau aplikasi.

Session Layer Lalu linta tidak lolo
vor @ Cd| S| uenice
lenvel Matwork Layer
Transport Layer e 4
Network Layer A

Data-link Layer

Physical Layer

=] _alu lintas yang datang

bee]_alu lintas yang diizinlkoamsj--
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Address Lists

“Address lists was introduced to assign multiple
|P addresses/ranges to the same firewall rule, In
this way reducing the total number of firewall

rules and increasing router performance”

“Address diperkenalkan untuk menetapkan beberapa
alamat IP /range IP untuk aturan firewall yang sama,
mengurangi banyaknya rule pada firewall, sehingga
meningkatkan kinerja router”.
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Basic Network Topology
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Skenario IP Address

e Modem IP  :(118.96.x.y)
« LAN IP 1 172.16.x.0/22
e HSP IP :10.10.y.0/24




Drop/Block site with Firewall MT
using content.

»Just 2 Action...

1. Create Mangl/e.
2. Drop / block with Firewall filter .




Mangle create for drop YT

B Mangle Rule ==

General  Adwvanced E=tra Sction Statiztics (o
Chair: reroukirng - Carncel
Sro. Address: S Lpplo
D=t Sddress: el Dizable
Frotocol: - Comrenk
Copy
Femowe
F ezt Counters
F=P: hl Reset Al Counters
I Interface: -
Ok Interface: -
FPaclket b ark: -
Cornmnechion B ark: -
H oLuiting k ark:: "
Conmnection Tope: "
Cornmnection State: -
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Block With Content

B Mangle Rule ==

IS =neral SAdvanced E =tra T

Srz. Sddres=s Listk:
=t Address List:

Lavery Frotocol:

Caontent:

Src. FMAaC SAddress:

Ok, Bridge=e Fort:

Ilh. BEridge Fort:

Ingr=e== Prioriky:

OsCP [TOS]):

Facket Size:

H andanm:

TCF Flag=
ICHFF Options

1P~ 4 Ophiores:

woutube. com

Statistic=

() o

Cancel

Spply

Cizabl=

Comment

Copw

Hemowe

Reszet Counters

Reset Al Counters




Action in mangle

B Mangle Rule ==

S enseral Dodwanced E =tra Sockion Statizstic= i

4

] o T ] o add d=t to addre=s= li=t Cancel

4

Sddress List: | poutube Spplu

}

Ti b | O0-01-00
bl Dizable

Cormmernik

Copy

R emowe

Fes==t Counters

Reszet Al Counters
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Filter rule for block YT

Hl Firewall Rule ==

G enaeral

Chair:
Src. Address:
Co=t. Address:

FProtocal:

F=F:
I, Interface:

ok Interface:

Facket b ark:
Comnnection b ark:

F oLuting k ark:

Conmnection Type:

Connection State:

Sdvanced

E =tra

forvaard

Nl o [ ]

Statiztic=

L N R R R N B B L

{

{

{

CIE.

Cancel

Dol

Ciz=abl=

Comment

Copy

Femow=

Hes==t Counters

Reset Al Caunters
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Destination address list

Hl Firewvall Rule = >

S ensral Adwvanced E =tra N ] o T | o' Statistic= | ' |
Src. ASddres= Lisk: — | Cance=l |
=t Addre=== Li=k: voutube | e | Lol |

Lavers Praotocaol: — | Dizabl= |
| —ommenik |
—ornikenik: -
| Cony |
| BHemowe |
Src. FMAC Sddress: —
| ezt Counter= |
Ok, End Fork: -
- =l =0 | Fe=c=t Al Counter= |
I, BEridge= Foart: —
Imaore== Friariky: -
DSCHF [TOS]: —
Facket Size: —
H arndonm: —
—— TCF Flag=
- ICFAF O phion=
1P~ O phiorn=s: —
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Action to drop youtube

Bl Firewall Rule == i

E=neral 2dvanced E =tra Sckion Statiztic= Ok

Action: - Cancel

Spple

Ch=able

Comme=nit

Copy

R emow=

R es=t Counter=s

Fes=et Al Counkers
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Output Firewall filt rule

Fiter Bulzs | WAT  Mangle  Service Portz Connections = &ddress Listz | Layer? Protocols

e | - || 3 | r o0 Reszet Counters o0 Reszet Al Counters all |
H Actian Chain Src. Address |Dst Address |Proto.. | Src. Port D=t. Port I Inter.. | Ouk. [kt |~
17 = add dst to address list forward B [tcpl

22 Limnit By DWW zip
18 = add d=t to addressz list forvard B [tcp]
2z Lirnik Bt D &
159 = add d=t to addressz list forvard B [tcp]
:2: Limnib B DWW Flay
20 = add ds=t to address list fonmard E [tcp]
o Port zcanners to list
22 = add src to address list inpLit E [tcpl
2 MMAP FIM Stealth scan
24 = add src to address list inpLit E [tcpl
20 S MAFIM scan
26 = add =rc to address list inpik B [tcpl
2 SYMARST scan
27 = add =rc to address list inpik B [tcpl
2 FIMAPSHAURG zcan
28 = add =rc to address list inpik B [tcpl
rallsall scan
29 — add =rc to address list inpLt E [tcp]
2 MEAP MULL scan
..... a0 = add zcbo addressz gt wpe Gftepd
© o DropYT
........ . = = ==
2 Blaok All PF2F
2 3 drop forward
2 Block Porn Witk Laper 7
3 32 drop forward
:: Blok 55H
4 22 drop irpLt E [tcp] 22 =ther?
z:Blok FTP

1itemz [1 zelected]
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Drop/Block Acces WB With Address List

»Just 2 Action...
1. Create Address list for block .
2. Drop with Firewall filter .




Address List

Il Firewall

Filter Bules  MAT | Mangle Service Portz  Connections  Address Lists | Layer? Protocols

e |=— & ¥ O T all ¥
Mame Addrezs
Ao AccessWEB For T
2 allow acces winbox 1721672111172 1672113
rbllowe Access WEB For A0k
................ @ dllow access winbox  17LNB. e
2 Deny Acceszs"WEB For Ruang Eerja
................ @ denp access winbow V2B 2SN FANB ALE0
goDeny AccessWwEB For Kelas
2 deny access winbox 172167221172 16.72.560
rDeny AcceszWB For Wwacth
@ deny access winbox 172167211417 2.16.72.1119
o Deny Acceszs WEB For DHCP
@ deny access winbox 172167212017 216.72.249
(] @ downloads 1721672111
(] 2 downloads 1721672 46
O 2@ downloads 125.160.18.58
2 Drop Internet Global “ang Tidak Digunakan
2 drop internet 1721672 22017216.72.249
2 Drop Internet DHCP
@ drop internet 172167211917 216.72.219
2 Drop Intermet DHCPA
@ drop internet 17216.73.0/24
22 Drop Internet DHCP2
@ drop internet 17216.74.0/24
2 Drop Intemet DHCP3
@ drop internet 17216.75.0/24
@ drop internet 172167226
a 22 0rop Internet IP B .Dosen ang Tidak Digunak.an
@ drop internet 172 16.72.25-17216.72.30
2:0rop Intermnet Eelas Ujian
@ drop internet wjian 172167231721 6.72.50
o -ﬂuﬂﬁ TH & -
217 items [1 zelected)



Create firewall filt for drop WB

Firewrall Rule ==

X

General | Adwvanced E =tra Action Statistics Ok
Chair: | inpak - Carncel
Src. ASddress: S Spplye
D=t Address: - Dizable
Frotocal: - Comret
Cope
R emowe
Feset Counters
P2 Fezet All Counters
I Interface: Rl
Ot Interfacs: -
Faclke=t kA ark: el
Conmnection b ark: Rl
F outing k1 ark: -
Connection Type: -
Conmnection State: -
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Address list “deny access winbox”

HN Fircwall Rule = >

Sro. Saddres= Lisk:

=t Sddres= Li=sk:

Laverys FProtocol:

—ornkeEnk:

Src. FMAC Addres=:

k. Eridogse Fork:

——_—

-

I, BEridg= Foartk:

Inaor=== Friariky:

OSsSCHR (TOS]:

Fackset Siz=:

H arndorm:

TCF Flaao=
ICHFAF O phiaon=s

IFwa O phion=:

E =ktra L] T Stati=tie=

dAery access wWinboo=

4

}

{

{

{

{

{

{

{

()

Carncel

Spply

Crizahbhl=

Comimernik

Copy

R emowr=

F ezt Counter=

R ===t Al Counker=




Drop access VWB with firewall filt

Bl Firewall Rule ==

General SAdvanced Extra ASction | Statistics Ok

4l

Oction: |[=Es] Carncel

Lpply

Dizabl=

Cormment

Copy

Femowve

Heset Counters

FHezet All Caunters
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Drop access WB from HSP

Filter Fules  MAT  Mangle  Service Ports  Connections  Address Lists | Lawer? Protocols

g | = W | O T all *

M arne Address -
anfllow Access WEB For IT

2 allow acces winbox 1721672 1111721672113
sofllow Access WEB For ADM

@ glloww access winbox 17216.72.2
o Deny Access WE For Ruang Kerja

@ deny access winbox 1721672 3172167230
2rDeny AccessWEB For Kelas

2 deny access winbos 1721672 2117216.72.50
o Deny Access WEB Forw acth

@ deny access winbox 1721672 1141721672119
2oDeny AccessWEB For DHCP

2 deny access winbos 1721672120172 16.72.249
o Deny AccessWE For HSP

2 deny accesz winbox 10.10.1.0/24
2 Drop Internet Global vang Tidak Digunak.an

@ drop internet 1721672220172 16.72.249
= Drop Intermmet DHCP

@ drop internet 1721672 11917F216.72.219
2 Drop Intermet DHCP

2 drop internet 17216.73.0/24
2 Drop Internet DHCP2

@ drop internet 17216.74.0/24
2 Drop Intermet DHCP3

2 drop internet 17216.765.0/24

2 drop internet 172167225
2 Drop Intermmet IP R.Dozen vang Tidak Digunak.an

@ drop internet 17216 72.26-17216.72.30
s Drop Internet Eelas Ujian

2 drop internet wjian 17216.72.2117216.72.50

15 itemsz [1 zelected]




Conclusion

Mikrotik Firewall & address list, easy setup and
configure.

vMT Firewall is easy, simple, and practice to drop
/block site (Just 2 Action, enjoy your blocking ).

vMT Firewall easy to protect router from ext and
Int network.

v/ Another technic to block site with MT using
WebProxy.
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http://en.wikipedia.org/wiki/Computer network#Campus_network




