Winbox

Document revision 1.0 (Fri Mar 05 07:59:49 GMT 2004)
This document appliesto V2.9

Table of Contents

Table of Contents
Genera Information

Summary
Description
Troubleshooting

Description
General Information

Summary

The MikroTik RouterOS can be configured remotely, using Telnet, SSH, WinBox Console or Webbox.
In this manual we will discuss how to use the interactive WinBoXx console.

Description

The Winbox console is used for accessing the MikroTik Router configuration and management features,
using graphical user interface (GUI).

All Winbox interface functions are as close as possible to Console functions: all Winbox functions are exactly
in the same hierarchy in Terminal Console and vice versa (except functions that are not implemented in
Winbox). That is why there are no Winbox sections in the manual.

The Winbox Console plugin loader, the winbox.exe program, can be retrieved from the MikroTik router, the
URL is http://router_addresswinbox/winbox.exe Use any web browser on Windows
95/98/ME/NT4.0/2000/XP or Linux to retrieve the winbox.exe executable file from Router. If your router is
not specifically configured, you can also type in the web-browser just http://router _address

The Winbox plugins are cached on the local disk for each MikroTik RouterOS version. The plugins are not
downloaded, if they are in the cache, and the router has not been upgraded since the last time it has been
accessed.

Starting the Winbox Console

When connecting to the MikroTik router via http (TCP port 80 by default), the router's Welcome Page is
displayed in the web browser:
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M'-kro Tik webbox 2.9.5 login:

winbox ________________________________ WWebbox |

winbox is the graphical
configuration application for
FRouterds, Download it, run it
and connect to vyour router -
all Routeros functionality can
be controlled with this

This is a web based
configuration interface for
Fouter2s, Log in above to
connect to this router - some
of the most impartant
Routerds features can be

application, controlled within this
interface,
Graphs |

Connect with telnet and you
will have access to the
commmand line interface of
Router0s, every function of
RouterdS can be controlled
with it.

These graphs show wou
statistial information aboout
vour router's interfaces and
the traffic that goes through
them. Before yvou use
Graphs, you have to

g configure them,
[ we have written rmany Mikrotil,, RouterQs and the
e el tutorials, exarmples and Mikrotil: logo are registered
- D= ranuals for Router0s, all of tradernarks of Mikrotik Ltd,
which are available here on Please read the license

our homepage. If you get
into trouble, you can always
asl for technical support,

mikrotik routeros 2.9.5 configuration page

By clicking on the Winbox link you can start the winbox.exe download. Choose Open to start the Winbox
loader program (you can also save this program to your local disk, and run it from there)

The winbox.exe program opens the Winbox login window.
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-l
Connect To: [192.168.0.1 | [ connect
Login: {admin
Fazzward:
Save
[ Eeep Pazsword
W Secure Mode Remoyve
Mote: IMikrDTik Toals...
Oddress l=er Mate
where:

o

discovers and shows MNDP (MikroTik Neighbor Discovery Protocol) or CDP (Cisco Discovery Protocol)
devices.
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™ WinBox Loac

=101 x|

logs on to the router by specified IP address (and the port number if you have changed it from the

Cornect Te: [10.1.0.152 .| Comect |
Lodir MAC Sddress | |P &ddress | [dentity | Wersion |
A 00:0C:42:02:01:20 0.0.0.0 ard_FL_S%wf 2897
Password: | 00:0C:42:02:01:E0 0.0.0.0 2nd_FL_SW 287
00:0C:42:02:01:E3 0.0.0.0 2nd_FL_SW 297
00:0C:42:02:01:FB 0.0.0.0 ard_FL_S%wf 297
00:0C: 42:02:15:52 0.0.00 Switchdpartdfloor 297
00:0C: 42022775 0.0.00 Switchdpartdflaor 297
Mate: | 00:0C:42:03:1E:D4 1058123 MikraTik 292
00:0C:42:03:27.DB 10.5.8.236 USER_MAM 2491
R — 00:0C:42:03:46:74 10.5.8.100 b4 29
00:0C:42:03:51:95 10.5.8.237 USER_MTEST 292
00:0C:42:04:00:73 1058144 MikroTik 292
00:30:4F: 2374 20 10.5.8.1 web-prosy 2495
’ Connect

default value of 80) or MAC Address (if the router is in the same subnet), user name, and password.

Save

saves the current sessions to the list (to run them, just double-<lick on an item).

Remoye

removes selected item from the list.

Tools. ..

removes all items from the list, clears cache on the local disk, imports addresses from wbx file or

exports them to wbx file.
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™ WinBox Loader v2.2.7 - O] x|

Connect To: [10.1.0.182 .| Comnent |
Login:
Fassword:
Save
[~ Keep Pazsword
W Secure Mode Hemove
Mate: I Tools...

Femove 4l Addresses

Address 7 U=zer MHate

Clear Cache

Export Addresses, .,

Import Addresses...

* Secure Mode
provides privacy and data integrity between WinBox and RouterOS by means of TLS (Transport Layer
Security) protocol.

* Keep Password
Saves password as a plain text on a local hard drive. Warning: storing passwords in plain text allows
anybody with access to your files to read the password from there.

The Winbox Console of the router:
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= admin® 192, 168.0.1 (MikroTik) - WinBox ¥2.9rcT

Il Interface List

- =] vl [0

|Nl'n-
tbnidgel
jrather
alralhel
atwlan]
aewds]
Apwlan

Fart |

| Type
Bridga
Etheirizt
Etheiril

[MTU  [TxPate

\witeiass [theros ARSZ13)

irrerace: [ EISTAN - |

1500 1 bps
1500 14.4 kbps
1500 1362 bps
1500 0 bpsz
1500 0 bps

1500 0 bps

St Address: (000040

[RuRate [TuPac . [AxPac..

Obps
A7 kbps
2B kbps
Obps
O b
Obps

Protacal [2ry

a  Dst Addess 00000

x| = Enby Timeout [00-00-03

[Er.. + |Protocal |Sic. Addiess

|Sic. Pant

|Dst dddiess | Dist. Part

|TxFate |RxFale |TxPack..

0 fip)
0w
0lip)
0 fip)
0 i)
0m)
0 [ip)

B tep)
B lhep)
B [tep)
B [tzp)
B lep]
17 [udp)
E [hep)

19216810.2
192168.0.2
192 168.0.2
192 168.10.2
192 168.0.2
19216802
192168.0.2

ETE]
2280
JERD
360
3651
2065
3600

202431
21318660
81,3569
83372334
8420141
19216801
19216801

235  4E62
106 4651
4E52
1 AEB2
Bl 4EG2
0
8291 |winbeox]

106 bps
250 bps
1286 bps
N3 bpe
213 bps
1418 bpz
9.2kbps

245 bps 16
606 bps 40
1122 bps 128
245 b
245 bps

0 bps
2 B kbps

The Winbox Console uses TCP port 8291. After logging onto the router you can work with the MikroTik
router's configuration through the Winbox console and perform the same tasks as using the regular console.

Overview of Common Functions

You can use the menu bar to navigate through the router's configuration menus, open configuration
windows. By double clicking on some list items in the windows you can open configuration windows for the

specific items, and so on.

There are some hints for using the Winbox Console:

* To open the required window, simply click on the corresponding menu item

*  dn
Add a new entry

Remove an existing entry

N

Enable an item
R

Disable an item
*
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Make or edit a comment

N -

Refresh a window
* e

Undo an action
*

Redo an action

@

Logout from the Winbox Console

Troubleshooting

Description

* Canl runWinBox on Linux?
° Yes, you can run WinBox and connect to RouterOS, using Wine

* | cannot open the Winbox Console
Check the port and address for Www service in /ip service print list. Make sure the address you are
connecting from matches the network you've specified in address field and that you've specified the
correct port in the Winbox loader. The command /ip service set www port=80 address=0.0.0.0/0
will change these values to the default ones so you will be able to connect specifying just the correct
address of the router in the address field of Winbox loader

° The Winbox Console uses TCP port 8291. Make sure you have access to it through the firewall.
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